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Manual for Setting Up L2TP over IPsec on Windows 8

> Steps for Configuring L2TP/IPsec
> Steps for Logging into the System to Use L2TP/IPsec
> Steps for Disconnecting from L2TP/IPsec

> Steps for Uninstalling L2TP/IPsec

> Steps for Configuring L2TP/IPsec
1.Click on Network from the Taskbar

2.Select Open Network and Sharing Center

Troubleshoot problems

2 | Open Network and Sharing Center I




3.When the Network and Sharing Center window appears, select Set up a new connection or

network.

k and Sharing Center v & Search Control Panel

Control Panel Homa View your basic network information and set up connections

View your active networks

Change adapter settings

Change advanced sharing Network 2 Access type: Internet
settings Public network N Connections: § Ethernet

Change your rking settings

Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems
Diagnose and repair network problems, or get troublesh

P

See also
HomeGroup
Internet Options

Windows Firewall

4. When the Set up a new connection or network window appears.
4.1 Select Connect to a workplace

4.2 Click Next
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Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

y Set up a new network
Set up a new router or access point.




5. When the Connect to a Workplace window appears, select Use my Internet connection (VPN).
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(€) lin Connect to a Workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.
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< Dial directly
Connect directly to a phone number without going through the Internet.

5q Cancel

6. When the settings window appears, configure as follows.

6.1 Internet address: vpn.kmutt.ac.th

Destination name: KMUTTVPN

6.2 Click Create
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Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: ’ vpn.kmlntt.ac.th

Destination name: l KMUTTVPN|

[ Use a smart card
[] Remember my credentials

# [ Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

7.In the Network and Sharing Center window, select Change adapter settings.

T E <« Network and Internet » Network and Sharing Center v ¢ Search Control Panel

i View your basic network information and set up connections

View your active networks

I Change adapter settings I [
Change advanced sharing Network 2 Access type: Internet
settings Public network k Connections: § Ethernet

Change your networking settings

E Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems
—
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See also
HomeGroup
Internet Options
Windows Firewall




8.When the Network Connections window appears.
8.1 Right-click on KMUTTVPN

8.2 Select Properties

& [s Network Connections - olEl
+ @ « Network and Internet » Network Connections v ¢ Search Network Connections 0
Organize v Start this connection Rename this connection Delete this connection ~ » S v m @
i Ethernet - KMUTTVPN
&E Network 2 8.1 .\.‘--N. Disconnected
@ Intel(R) PRO/1000 MT Desktop Ad... &> WAN Minip . 7 Dicc.
Status
Set as Default Connection
Create Copy
Create Shortcut
# Delete
%) Rename
8.2 '7';' Properties

2 items 1 item selected

9. In the KMUTTVPN Properties window, select the Security tab and configure the settings as follows:
9.1 Select Security
9.2 Type of VPN: Layer 2 Tunneling with IPsec (L2TP/IPsec)
9.3 Select Advanced settings
The Advanced Properties window appears.
9.3.1 Select Use preshared key for authentication

Key: kmutt.ac.th



9.3.2 Click OK

9.4 Return to the KMUTTVPN Properties window.

9.4.1 Select (+) Allow these protocols

9.4.2 Select [/] Challenge Handshake Authentication Protocol (CHAP) only

9.5 Click OK

9.2

g KMUTTVPN Properties

[General | Options| Securty |fiemerm, ** 3]

Advanced Properties

Type of VPN,

9.4.1

9.4.2

Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) v
| Advanced settings
Data encryption: 9.3

‘TOptionaI encryption {connect even f no encry;tion) v

Authentication
() Use Bxtensible Authentication Protocol {EAP)

Properties

®) Allow these protocols

["] Unencrypted password {(PAP)
—[ Challenge Handshake Authentication Protocol (CHAP)]
|| Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password {and domain, if any)

|

(®) Use preshared key for authentication

Key: I kmutt.ac.th

() Use certificate for authentication

V| Verify the Name and Usage attributes of the server’s certificate

9.3.2 i OK Cancel

95 == Ok || Cancel
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> Steps for Logging into the System to Use L2TP/IPsec
1.Click on Network from the Taskbar

2.Select KMUTTVPN and Click Connect
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4.Please enter the Username and Password to connect to the VPN.

4.1 Username (optional) : username.sur (User name, such as username.sur or 6xxxxxxxxxxX,

must be clearly specified)

Password (optional) : ******xxxxx*x (Jser password must be entered correctly)

4.2 Click OK



username.sur

> Steps for Disconnecting from L2TP/IPsec
1.Click on Network from the Taskbar.
2.Select KMUTTVPN that is currently Connected.

3.Click Disconnect

N Networks
View Connection Settings
W Connections
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> Steps for Uninstalling L2TP/IPsec
1.Click on Network from the Taskbar

2.Select Open Network and Sharing Center
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3. When the Network and Sharing Center window appears, select Change adapter settings from

the left-hand tab.

1 %% « Networkand Internet » Network and Sharing Center v ¢ Search Control Panel

G it e View your basic network information and set up connections

View your active networks

I Change adapter settings |
Change advanced sharing Network 2 Access type: Internet
settings Public network N Connections: § Ethemet

Change your networking settings
Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup
Internet Options
Windows Firewall




4. Right-click on the KMUTTVPN profile that you have previously created.

5.Click Delete to remove the settings.
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